
 

 
 

434.102P1: POLICY University Email Accounts 
 

 

 

TABLE OF CONTENTS 
Section 1: Policy Statement and Purpose ..................................................................................................... 2 

Section 2: Scope.......................................................................................................................................... 2 

Section 3: Ownership of Email Data ............................................................................................................. 2 

Section 4: Privacy and Right of University Access ......................................................................................... 2 

Section 5: Account Provisioning and Deactivation ........................................................................................ 2 

Section 6: Account Security ......................................................................................................................... 3 

Section 7: Compliance with Laws and Regulations ....................................................................................... 4 

Section 8: Email Forwarding ........................................................................................................................ 4 

Section 9: Backup and Recovery .................................................................................................................. 4 

Section 10: Monitoring and Auditing ........................................................................................................... 4 

Section 11: Litigation Hold .......................................................................................................................... 4 

Section 12: Special Circumstances ............................................................................................................... 4 

Section 13: Updates to this Policy ................................................................................................................ 5 

Section 14: Ethical Practices ........................................................................................................................ 5 

Section 15: Enforcement ............................................................................................................................. 5 

 



 

434.102P1: University Email Accounts v2025.04.001  2 

SECTION 1: POLICY STATEMENT AND PURPOSE 

The purpose of this policy is to ensure the proper use of Drury University's email systems and to outline the 
responsibilities of all users. 

All users are responsible for taking the steps necessary to protect University information. The Chief 
Information Officer (CIO), or designee, is responsible for monitoring and reporting compliance with this policy 
and for reviewing this policy on an annual basis. 

SECTION 2: SCOPE 
This policy applies to all students, faculty, staff, alumni, retirees, official university affiliates, and any other 
individual who uses University email resources. 

SECTION 3: OWNERSHIP OF EMAIL DATA 
A. The University owns email accounts maintained in the “@drury.edu” domain name (collectively referred to 

as “University Email Accounts).  
B. Subject to underlying copyrights and other intellectual property rights under applicable laws and 

University policies, the university also owns data transmitted or stored using the University Email 
Accounts.  

SECTION 4: PRIVACY AND RIGHT OF UNIVERSITY ACCESS 
A. While the University will make every attempt to keep email messages secure, privacy is not guaranteed, 

and users should have no general expectation of privacy in email messages sent through a University Email 
Account.  

B. It may be necessary for the Technology Services Staff or other appropriate University officials to access 
University Email Accounts under certain circumstances for authorized or other official purposes. Such 
circumstances resulting in access without expressed consent of the individual user must be authorized, in 
advance, by the President.  

C. In the event where the University Email Account holder will not or cannot access the University Email 
Account for any reason, such as death, disability, illness or separation from the University for a period of 
time or permanently, users acknowledge that University Technology Services Staff may have to access the 
account to continue University business. Such access will be on a case-by-case basis and any email 
accessed will only be disclosed to those individuals with a need to know or as required by law. 

SECTION 5: ACCOUNT PROVISIONING AND DEACTIVATION 
A. General Provisions 

1. Every student, faculty, and staff member will receive and maintain a Drury University email account 
(with an address ending in .edu). 

B. Employees 
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1. New employees will receive a University email account upon becoming active employees. 
2. Email accounts will be disabled based on the last day worked, making them inaccessible to the 

employee. 
3. When an employee leaves, accounts may be retained to allow supervisor access and to preserve an 

auto-reply for business continuity purposes. After 90 days, the account will be deleted. Supervisors are 
responsible for backing up critical data before the mailbox is deleted. Contents of any deleted Drury 
email account will not be retrievable. 

4. Employees who leave but are still registered as students will be given a new email account. 
C. Retirees 

1. Retired employees may request to keep their email account active. Requests must be made in writing 
to Technology Services within 30 days of retirement. The University will monitor usage and disable 
accounts inactive for 120 days. Disabled accounts will be deleted 30 days later. Contents of any 
deleted Drury email account will not be retrievable. 

2. A retiree who does not timely request keeping their email account will not be provided with one. 
3. A retiree whose email account is deleted for inactivity may not request a new account or 

reinstatement of the old account.  
D. Students 

1. Students will receive a university email account upon enrollment or acceptance at the University. 
2. Students who are not enrolled in classes will retain their email accounts for up to 12 months from the 

date they stop taking classes. After this period, the account will expire and be purged from the system. 
Contents of any deleted Drury email account will not be retrievable. 

3. Students who re-register and take classes at a later date, will receive a new email account (mailbox). 
Contents of any former Drury email account will not be retrievable. 

E. Alumni 
1. Alumni will retain their Drury University email account for 12 months after graduation. After this 

period, the account will expire and be purged from the system. Contents of any deleted Drury email 
account will not be retrievable. 

2. Alumni cannot request an extension for email access. 
F. Supervisor Responsibilities 

1. Supervisors must work with their employees, prior to their departure, to transfer any emails necessary 
for business continuity, particularly those that include university legal correspondence, proprietary or 
confidential information, compliance-related correspondence, and any records to an appropriate 
custodian prior to their last day of employment. 

G. Departmental Accounts 
1. Each shared departmental account will be assigned an owner from the department. The owner is 

responsible for the security of the account and space management. 

SECTION 6: ACCOUNT SECURITY  
A. Multi-Factor Authentication (MFA) 

1. To enhance the security of Drury University's email system, MFA will be required for all users. MFA 
provides an additional layer of security by requiring users to verify their identity through multiple 
methods before accessing their email accounts. This helps protect against unauthorized access and 
potential security breaches. 
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B. Personal Identifiable Information (PII) 
1. To protect the privacy of individuals and comply with data protection laws, users must adhere to the 

following guidelines regarding PII: 
a. Do not share PII (e.g., social security numbers, financial information, health records) via email 

unless absolutely necessary and ensure it is encrypted. 
b. Report any unauthorized access or disclosure of PII, including SSNs, to Technology Services 

immediately. 
c. Follow all university policies and procedures related to data privacy and protection. 

SECTION 7: COMPLIANCE WITH LAWS AND REGULATIONS 
A. Users must comply with all applicable laws and regulations, including data protection laws and university 

policies, when using their email accounts. 

SECTION 8: EMAIL FORWARDING 
A. Automatic forwarding of university email to non-university email accounts is prohibited.  This measure 

helps prevent the unintentional disclosure of protected, sensitive, and restricted data. 

SECTION 9: BACKUP AND RECOVERY 
A. Users are responsible for backing up their own email data. The university does not provide backup services 

for individual email accounts. Users should ensure that important emails and data are backed up regularly 
to prevent data loss. Under no circumstances will university funds be used to purchase any goods or 
services for the personal use of university employees or non-university persons.  

SECTION 10: MONITORING AND AUDITING 
A. The university reserves the right to monitor and audit email communications to ensure compliance with 

this policy and protect university interests. Users will be notified of any monitoring activities as required by 
law. 

SECTION 11: LITIGATION HOLD 
A. In the event of litigation or anticipated litigation, email accounts involved will be placed on litigation hold 

to preserve all relevant information. Technology Services will work with legal counsel to ensure that all 
necessary data is retained and protected until the litigation is resolved. 

SECTION 12: SPECIAL CIRCUMSTANCES 
A. Special requests should be submitted in writing to the Chief Information Officer (CIO) for approval and will 

be considered on a case-by-case basis. All exceptions MUST be approved by the Chief Information Officer 
(CIO). 
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SECTION 13: UPDATES TO THIS POLICY 
A. The Email Policy will be reviewed annually by the Chief Information Officer to ensure it remains current 

with technological advancements and regulatory changes.  
B. The policy may not be amended in any way without approval from the Chief Information Officer. 
C. Updates will be communicated to all users via email and posted on the university website. 

SECTION 14: ETHICAL PRACTICES 
A. All university employees are governed by the ethical policies outlined in the Faculty Handbook and Staff 

Policy Handbook.   

SECTION 15: ENFORCEMENT 
A. University email account users are required to abide by all University policies, procedures, and the 

guidelines set forth in the 434.102P2: Email Usage.  

B. Violation of any portion of this policy may result in disablement, suspension, or termination of email 
account access. 

C. Violation of this policy also may result in further disciplinary action, up to and including termination of 
employment or enrollment. 
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